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TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

សន� ិសីទបណ	 
 ះប�
 លអំពី�រេធ� ��ជីវកម�ផ�  វ

េភទេល"កុ$រកម% 
& (ែខកក)* ២០១៩)

�រេធ� �េ�សលវ /ច័យឌីជីថុល

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

ទស5នវ /ស័យៃនកិច� �បជំុ

 កិច7 8បជុំេនះនឹង8គបដណ
 ប់េល"តួ@ទីៃន�រេធ� �េ�សលវ /ច័យ�រេសុ"បអេង)ត

�រេធ� ��ជីវកម�ផ�  វេភទេល"កុ$រ $នដូចBងេ8�ម៖

 េត"�រេធ� �េ�សលវ /ច័យឌីជីថុល&អ� � (Digital Forensic = DF)?

 េត"សមតDEពេ�សលវ /ច័យឌីជីថុលរបស់នគរFលសហព័នHអូ8I
 លី (AFP) និង

នគរFល&តិកម% 
& (CNP) $នអ� �ខJ ះ?

 និ@� �រ និងបKL @េពលបច7 
បMន�

 ដី�ែឆកេឆរ - IរៈសំBន់ៃន�រេធ� �េ�សលវ /ច័យឌីជីថុល

 ស
 ង់*អន
រ&តិ និង �រទទួលយកភស	 
Pង

 េសចក
 ីែថJង�រ និងរFយ�រណ៍ AFP DF ស8$ប់តុR�រ

• បែនDម, �របSL ញេឡ"ងវ /ញ (�រទទួលFន �រវ /Eគ ។ល។) េដ"មMី�រយល់ដឹង

របស់អ�កអំពីឧបករណ៍េ�សលវ /ច័យឌីជីថុល និង

�រយល់ដឹងអំពីឧបករណ៍ និងបេចXកេទស
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េYលបំណងសំBន់ៃនកចិ7 8បជំុេនះ ...

 ខZ 
 ំចង់បSL ញអ�កអំពីទស5នវ /ស័យនិង�រេល"កកម[ស់�រយល់ដងឹអំពី
៖

 IរៈBន់ៃន�រេធ� �េ�សលវ /ច័យ

� �រចូលរមួនីមួយៗ

� �រចូលរមួEJ មៗក] 
ង�រេសុ"បអេង)ត

� ដី�ែឆកេឆរ (មុន�ររប̂អូស)

� មន_ ីរពិេIធន៍ (េ8�យ�ររប̂អូស)

 សមតDEពបេចXកេទសេ�សលវ /ច័យ

 CNP DF – �រេ8ប"8Fស់ (`ងំេនះស8$ប់អ�កឯកេទស)

 េ�សលវ /ច័យឌីជីថលុថ�សី8$ប់កម% 
&

 8បេទសកម% 
&កំពុងbប់េផ
"ម�រគិតគូររបស់ខ� cនអំពី�រ8បdងំ
បេចXកវ /&e

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

ឥឡg វbប់េផ
"ម
&មួយ�រSរសំBន់ៗBង

សD ិតិ!
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េត"េ�សលវ /ច័យឌីជីថុល&
អ� �?

េ�សលវ /ច័យឌីជីថុលគឺ&�រ�រiរ 

�រទទួលយក/bប់យក និង�រវ /Eគ

ទិនន័�យេ*យេ8ប"8Fស់េ8គjងេអឡិច8តg

និចX  ដូច& កំុពkg ទ័រ អងlផm 
កព័ត៌$ន/

ឯកIរ និងទូរស័ព_ចល័ត 

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 $នវត
$នេoេពល$នដី�រែឆកេឆរ

 ពិនិតk៖ CCTV, កំុពkg ទ័រ ទូរស័ព_ចល័ត $៉សីុន8ពីន PDAs, 

USB និងេ8គjងេអឡិច8តgនិចXេផ5ងេទqតែដល�ច&ភស	 


Pង

 `ញយកសេមJងថតពីឧបករណ៍េអឡិច8តgនិចXែដល&ភស	 


Pង/

 `ញយកទិន� ័យ (ឯកIរែដលFនលុប)

 `ញរក rសេវstត (Password recovery) និងអក5រស$u ត់
 បក8Iយឧបករណ៍ព័ត៌$នភស	 
Pង និងរFយ�រណ៍

ផលិតកម�
 ចូលរមួក] 
ងនីតិវ /ធីតុR�រេដ"មMីផ
ល់ទស5ន ជំ@ញ&ក់ែស
 ង

តួ@ទីអ�កេធ� �េ�សលវ /ច័យPមឌីជីថុល
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 �រេធ� �ែផន�រ

 វត
$នេoកែនJងេក"តេហតុឧ8កឹដv

 �រកំនត់អត
សKw ណ 

 �រiរ/យកមករកx

 ទទួលយក&ភស	 
Pង

 ដំេណ"រ�រ 

 េធ� �េ�សលវ /ច័យ

 េធ� �រFយ�រណ៍

 ផ
ល់សកy ីកម�េoតុR�រ

មុនេពលរប̂អូស

វដ
ៃន�រេសុ"បអេង)តែបបេអឡិច8តgនិចX

េ8�យេពលរប̂អូស

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 �រេធ� �ែផន�រ

 វត
$នេoកែនJងេក"តេហតុឧ8កដឹv

 �រេធ� �អត
សKw ណកម�  

 �រiរ/យកមករកx

 ទទួលយក�ភស� ��ង

 ដំេណ�រ�រ 

 េធ� �េ�សលវ �ច័យ

 េធ� �រ!យ�រណ៍

 ផ$ល់សក& ីកម)េ*តុ,�រ

ពិនិត/េឡ�ងវ �ញទិន2 ័យេ�សលវ �
ច័យេអឡិច�ត4និច5

វដ
ៃន�រេសុ"បអេង)តែបបេអឡិច8តgនិចX
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Perth

Melbourne

Brisbane

Canberra

Sydney
Adelaide

េ�សលវ /ច័យឌីជីថុល AFP - ទីកែនJង

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 �រYំ8ទ�រSរេ�សលវ /ច័យឌីជីថុលរបស់ AFP 

Pម8បេភទៃន�រេសុ"អេង)តដូចBងេ8�ម៖ 

 �រ8បdំងេភរវកម�  

 �រេធ� ��ជីវកម�ផ�  វេភទេល"កុ$រ

 ឧ8កឹដvកម�បេចXកវ /&e

 �ររត់ពនHមនុស5

 �រេគងបនJ ំ និងអំេព"រពុករលួយ 

 េ8គjងេញzន (�រ@ំចូល/@ំេចញ)

 កិចXសហ8បតិបត
 ិ�រអន
 រ&តិ

េត"អ�ក�Yំ8ទ�រSរេ�សលវ /ច័យឌីជីថុល AFP?
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 &ែផ�កមួយៃន@យក*v ន8បdំងបទេល� "សបេចXកវ /&e ែដល

Fនបេង) "តេឡ"ងក] 
ងែខកKw  d� ំ២០១៥

 Bងេ8�មេនះគឺ&រច@សម[ ័ន| 8ក }មេ�សលវ /ច័យឌីជីថុលរបស់
នគរFលកម% 
&

អនុ8ប~ន
�រ /�ល័យ

8ប~ន�រ /�ល័យ

ែផ�កេឆJ "យតបទី ១
ែផ�កេ�សលវ /ច័

យចល័ត
ែផ�កេ�សលវ /ច័យ

Pមកំុពkg ទ័រ

ែផ�កវ /Eគ

Malware Analysis 
Section

�រេធ� �េ�សលវ /ច័យឌីជីថុលរបស់ CNP

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�រទទួលយក - គុណEពែដល�ចទទួលយកFន ឬ 
យក&�រFន

 ស
 ង់*មូល*v នក] 
ង�រេធ� �េ�សល វ /ច័យរមួ$ន៖
 Eពមូលៃនទិន� ័យ ឧ`ហរណ៍៖ write-protection, hashing

 �រេផ_zងr_ ត់លទHផល

 ែខ5សS� ក់ៃនេYល�រឃំុ�ងំ

 �ររកេឃ"ញដែដលៗ/ដូចៗY�

 គុណEពៃនរFយ�រណ៍េ�សលវ /ច័យ

 េយ�ងនឹងសិក7ចំណុចេនះឲ/!នលម: ិត�ងេនះេទ;តក< �ងវគ>េនះ

�រទទួលយកភស	 
Pងេ�សលវ /ច័យឌជីីថុលេoក] 
ងតុR�រ
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�បភពភស� ��ងពីេ�គ?ងេអឡិច�ត4នចិ5

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�បភពភស� ��ងពីេ�គ?ងេអឡិច�ត4នចិ5
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160GB ‘Fujitsu’ HDD containing:

- Child pornography picture files

- Child pornography video files

‘Samsung Galaxy S II’ containing:

-Indicative CP Internet history

‘Apple iPhone 4’ containing:

-Indicative CP Internet history

‘Samsung RC720’ laptop containing:

- Child pornography picture files

- Child pornography video files

‘Dell’ midi tower containing:

- Child pornography picture files

- Child pornography video files

�បភពភស� ��ងពីេ�គ?ងេអឡិច�ត4នចិ5

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

កំុពkg ទ័រទស5វត
d� ំ 1960s

496,000+ times 
more storage

32GB microSD card

ឯកIរេនះេស� "នឹង 10 Microsoft Word 
documents ែដល$នiកkមួយៗេoក] 
ងឯកIរ
នីមួយៗ

�រ�បឈម - ទំហ៊Cទិន2 ័យ
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MicroSD Card

ដូចម� 
ល១េដ"ម 

ក] 
ងគនរសំ�ម ...

�រ�បឈម - ទំហ៊Cទិន2 ័យ

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�រ�បឈម - ទំហ៊Cទិន2 ័យ
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 ចំនួនទិន� ័យែដលរប̂អូសFនៗេក"នេឡ"ងេ8ច"នេឡ"ង&លំ*ប់។ 4TB 

HDDs �ចទទួលFន 36+ hours នូវរបូEព/`ញFន

 I� តហ�  នទំេន"ប$នអងlចងbំធំ ែដល�ចទទួលFន ពី 2-24 

hours+ៃនរយៈេពល`ញរបូEព

 �រ8Iវ8&វរក Keyword ឥឡg វ8តgវចំ�យេពល&េ8ច"នៃថu មិន

ែមនេ8ច"នេ$៉ងដូចមុនេទ

 មនុស5ឥឡg វ$នកំុពkg ទ័រពហុជំ@ញ និងទូរស័ព_ចល័ត ែដលេធ� �ឲkអ�ក

េសុ"បអេង)តចំ�យេពលេវRេ8ច"នក] 
ងពិនិតk និងវ /Eគ

�រ�បឈម - ទំហ៊Cទិន2 ័យ

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�របDE ញឲ/យល់ដឹង

 វតF ��ង� USB – �រទទួលFន/�រផm 
កFន

 USB flash memory drive exhibit

 IរៈសំBន់ៃនដំេណ"រ�រេផ_zងr_ ត់

 ពនkល់ និងបSL ញអំពី Explain hashing (with demonstration)
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�រប	  រមុខៃនភស	 
Pងេអឡិច8តg
និចX

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�បវត$ ិ
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បច� �បGន2  …

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

បច� �បGន2  …
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�រេ8ប"កុំពkg ទ័រក] 
ង�J វ (Cloud Computing)

 ព័ត៌Iន�Jរវ Kន$Iនេ*ក< �ងCloud ៖

 េ�� ះ�េBន (Account names)

 �ស័យ*v ន IP addresses

 ព័ត៌$នលម� ិតែដលFនចុះប�e ី (េ�� ះ �ស័យ*v ន&េដ"ម 
។ល។)

 �រទូ`ត់លម� ិត / ឬ Credit Card details

 $ន�រEe ប់ប�
 ញ ឬEe ប់&មួយ�េBនេផ5ងៗេទqត

 ប�e ីេលខទូរស័ព_ទំ@ក់ទំនង (Contact lists, Task lists, Friend lists)

 Chat logs

 Stored files

 Emails

 Cryptocurrency / Wallets

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 �ចយកមកេ8ប"េដ"មMីbប់យកទិនន� ័យPមអន�ញ ឬ

Pម�J វ េoេពលែដលេយ"ងរកx/ផm 
កទិនន� ័យ�សl ីន 

 ឧបករណ៍ស8$ប់bប់Pម screen capturing, web page 

saving, etc:

 Greenshot
 FastStone Screen Capture
 Print to PDF (PDFCreator)
 VMWare “Capture Movie”
 HTTrack Website Copier
 Hunchly
 SnagIt
 Camtasia
 WPS (Web Page Saver)

អន�ញ ឬ ឧបករណ៍bប់យកក] 
ង�J វ 
(Online or Cloud Content Capturing Tools)
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ែដនៃន�រOប់យកខQ ឹមJរ
(Integrity of Captured Content)

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 បេចXកេទសbប់របូេល"�សl ីន (Screen Capture 

Techniques)

 �រថត&វ �េដអូ ពី�សl ីន Screen Capture 

 �រbប់/ថតពី web page

 បេង) "ត កែនJង*ក់/រកxភស	 
Pង (Creating an Evidence 
Container)

�របDE ញឲ/យល់ដឹង
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�រ�បឈម - អកRរសIS ត់ (Challenges – Encryption)

 មនុស5�ន់ែតេ8ច"នេឡ"ងៗ េ8ប"8Fស់អក5រស$u ត់

 េoេល" Apple Macintosh, អ�កេ8ប"8Fស់Fនេក"នេឡ"ង

 អក5ស$u ត់េoក] 
ងទូរស័ព_ចល័ត

 $នកម� វ /ធីដូច& VeraCrypt �ច`ញយកេ*យមិន

ចំ�យ8Fក់ (Free) េហ"យSយ8ស�ល

 Advanced vendor encryption (e.g. Microsoft Office)

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�របំែបករកេលខ/អកRរសIS ត ់
(Password Cracking) 

 Windows User Account

 Microsoft Word

 Zip Archive

�របDE ញឲ/យល់ដឹង
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 ទិនន� ័យ&េលខ ឬអក5រស$u ត់&អ� �? 

 8តgវ�រេលខស$u ត ់េដ"មMីចូលេម"លឯកIរ/ទិន�ន័យ
(password, a key, a hardware device to be decrypted and turned into 
a viewable file(s)

 ឧ`ហរណ ៍េលខ/អក5រស$u តៃ់ន file  មួយេគេ8ប"
True/VeraCrypt

�រ�បឈម - អកRរសIS ត់ (Challenges – Encryption)

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�រ�បឈម - អកRរសIS ត់ (Challenges – Encryption)
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Password: “peter123” Password: “letmein567”

�រ�បឈម - អកRរសIS ត់ (Challenges – Encryption)

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 េលខ/អកRរសIS ត់េ�ប� VeraCypt

 បេង) "ត encrypted containers

 �រRក់ Hidden volumes within 

containers (2 x passwords)

 �រកំណត់អត
សKw ណ Identifying 

potential encrypted containers

�របDE ញឲ/យល់ដឹង
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�រ�បឈម –�រេរ;បចំមុខDរៃនឧបករណ៍UV ប់បW$
ញ

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 េពលខJះេយ"ង8តgវ�រជំនួយពីរដvFលកំុពkg ទ័រ

 �ច$នEពស� 
គI� ញ េហ"យទំហ៊�ទិន� ន័យធំ

 �ររកxទិន�ន័យេoBងេ8� (Offsite storage is 

common)

 �រេធ� �េ�សលវ /ច័យេ*យr_ ល់គឺ&�bំFច់ 

(‘Live’ forensics or examinations is typically required)

�រ�បឈម –�រេរ;បចំមុខDរៃនឧបករណ៍UV ប់បW$
ញ
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 �រេធ� �េ�សលវ �ច័យXY ល់ និង �ររក7�លបGវត$ ិZេ[ន 
(‘Live Forensics’ & Archiving Accounts)

 ទូរអងlចងbំ (Memory dumps)  - $នIរសំBន់
�ស់

 Running processes

 �រEe ប់&មួយ USBs

 Wi-Fi passwords

 Gmail & Facebook Archiving

�របDE ញឲ/យល់ដឹង

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�រេធ� �េ�សលវ �ច័យេល�ទូរស័ពYចល័ត
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ខZ 
 ំ�ចពនkល់អំពី�រេធ� �េ�សលវ /ច័យេល"

ទូរស័ព_ចល័តស8$ប់រយៈេពលេ8ច"នសF
 ហ៍ក៏

Fន!

ប៉ុែន$  ខZ 
 ំសុំជូនែតចំណុចសំBន់ៗមួយចំនួន

ទុក&�រចងbំ ...

�រេធ� �េ�សលវ �ច័យេល�ទូរស័ពYចល័ត

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

 Gone are the days of a simple examination 
process:

េពលេវ,!នXQ ស់ប� រ̂�មួយ�រេធ� �េ�សលវ �ច័
យចល័ត
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 Encrypted handsets

 Biometrics

 Cloud storage

 Data capacity i.e. 1TB built-in storage + 
memory cards

 Encrypted applications

 �រលំFកណ៍៖ JTAG and chip-off

ឥឡ4 វចូរេម�លេល�I៉សុីន/ ឧបករណ៍របស់អ2ក

បច� �បGន2  ̀ IនUពសa � គJ) ញ�ន់ែតេ�ច�ន ...

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

េត�Iនសុវតb ិUពប៉ុនWឧបករណ៍/I៉សីុនរបស់
អ2ក?

 ENCRYPTED DEVICE MEMORY?

 ENCRYPTED MEMORY CARD? 

 OPERATING SYSTEM UPDATES?

 LATEST SECURITY PATCHES?

 PASSWORD PROTECTED?

 BIOMETRIC / FACE /FINGER?

 SWIPE PIN CODE SMUDGE TEST? 

 FIND MY DEVICE/iPHONE ENABLED?
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TRAINING-IN-CONFIDENCE

 

 PHYSICAL OR LOGICAL EXTRACTION AVAILABLE?

 FILE SYSTEM EXTRACTION AVAILABLE?

 MTK BACKUP AVAILABILITY?

 ROOT / JAILBREAK AVAILABLE? 

 RECOVERY PARTITION INSTALLED?

 LOCK SCREEN VULNERABILITY?

 JTAG / CHIP OFF AVAILABLE?

 CLOUD BACKUP ENABLED / PC SYNC?

 ENCRYPTED APPLICATIONS?

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

អcគតៃន  e-SIM
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 ក] 
ងរយៈេពលពីរ បីd� ំBងមុខេ8គjងឧបករណ៍̀ ងំេនះ

នឹង$នមុខSរដូចសីុម�ត េហ"យមិនbំFច់ឲk8ក }ម

ហុ៊ន Telco ផ
ល់សីុម�តេឡ"យ (telco issued SIM card)

 ឧបករណ៍េនះ$នមខុSរដូចY� នឹង ‘e-SIM’

 ទូរស័ព_  Apple iPhones $៉កថ�ីេ8ប" សីុ�មពីរ dual SIMs (និង១េទqត
េ8ប" e-SIM)

 Virtual SIMs នឹង�ច`ញេចញមកPម��ស (will be 
downloaded over the air)

 �ចេធ� �ឲkជនេល� "ស Sយ8ស�លRក�់រេ8ប"8Fស់ សីុម 
(SIM)េ8ច"នមុខFន

អcគតៃន  e-SIM

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

ភស� ��ងសំ[ន់ៗeក់ទងនឹងទូរស័ពYចល័ត

�បភព អ� ��ភស� ��ង បរ �fយ

ថវ /�/ទូរស័ព_ Hardware ទូរស័ព_ៃថuែខd�  ំេពលេវR និង
IMEI

អ�កេ8ប"Fនបេង) "តព័ត៌$ន Address Book, SMS, 
Calendar, Calls.

SMART Phone អ�កេ8ប"Fនបេង) "តព័ត៌$ន របូថត  វ �ែដអូ សេមJង GPS
waypoints, stored 
voicemail, misc. files.

ព័ត៌$នPមអីុនេធ"ែណត �េBនPមអន�ញ, ទិញប
�
 ញព័ត៌$ន, អីុែមល េ8ប"បណ្
Pញអីុនេធ"ែណត ប�

ញសងlម

បេង) "តEគីទីបី Installed 
3rd Party Applications

Alternate messaging 
platforms, additional 
capabilities.

កែនJងេធ� ��រ េផ_រព័ត៌$ន Tethered devices, back
ups of handsets, back 
up of purchased media
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�បភព អ� ��ភសត� ��ង បរ �fយ

Carrier Tracking Information Connected cell towers, 
location of handset.

Usage Information Billing Information; 
call registers; 
internet/data usage; 
messages not 
delivered.

SIM Card Identifiers Subscriber identifier 
(IMSI); SIM card 
identifier (ICC-ID)

SIM Card Usage Information SMS; Address book, 
last dialed numbers; 
last cell tower;

ភស� ��ងសំ[ន់ៗeក់ទងនឹងទូរស័ពYចល័ត

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

�បេភទែដលeញយកព័ត៌Iនពីទូរសព័Y

 �រថតចមJងយក logical extraction copies user data ពីកែនJង

ែដលរកxទិនន� ័យ

 �រ`ញយកឯកIរពី8បព័នH  file system extraction copies user 

and system data ពីកែនJងែដលរកxទិនន� ័យ 

 �រ`ញយក physical extraction ែដល$ន�រថតទិនន� ័យពី device's 

storage media, including deleted data (closest to a forensic 

‘bit for bit’ image).

 �រ`ញយកPមែបប logical extraction �ចេល�ន&ង physical extraction

 េ8គjងឧបករណ៍ខJ ះមិន�ច`ញPម physically extracted.

 Logical extractions may recover some deleted data 
depending on the phone and operating system version.
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�បេភទៃន�រេធ� �េ�សលវ �
ច័យ

Logical

SMS

Contacts

Call Logs

Media

App data

File 
System

SMS

Contacts

Call Logs

Media

App data

Files

Hidden Files

Physical

SMS

Contacts

Call Logs

Media

App data

Files

Hidden Files

Deleted Data

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

ដក Chip & 
ែកេលខកូដ

(Decryption)

JTAG

�រពិនិតkេហតុផល

�រពិនិតkេហតុផល និង8បព័ន�ឯកIរ

�រពិនិតkធម�P

លកyណៈរបូ

�បេភទៃន�រេធ� �េ�សលវ �
ច័យ
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 �រ`ញយកព័ត៌$នេចញពីទូរស័ព_ចល័ត (ៃដ)

 �រ`ញយកព័ត៌$នេ*យេ8ប" Cellebrite UFED 4PC

 �រពិនិតkេម"លទិនន� ័យក] 
ង Cellebrite Physical Analyzer

�របDE ញឲ/យល់ដឹង

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

ចgប់eក់ទងនឹង�រេធ� �េ�សលវ �ច័យ�មឌីជីថុ
ល

 ច�ប់8ពហ� _ ទណ�  (Crimes Act 1914)

 អំពីភស	 
Pងេអឡិច8តgនិចXេoជំពូកមុនេគ គឺេo Sections 3K – 3Z 

 ច�ប់`ក់ទងនឹង�រេធ� �េ�សលវ /ច័យឌីជីថុល Digital Forensics:

 េoក] 
ងចំណុច 3K – the ‘14-day Provision’

 េoក�ងចំណុច 3L(1) – �រ8បតិបត
 ិ�រឧបករណ៍េអឡិច8តgនិចXេoក] 
ង

បរ /េវណ/កែនJង

 េoក] 
ងចំណុច 3LA – compel POI to provide information or assist

 េoក] 
ងចំណុច 3ZQV – ឧបករណ៍េអឡិច8តgនិចX�ចយកមក8បតិបត
 ិ�រវ /ញ

Fនប@_ ប់ពី�ររប̂អូស ឬដកហូត

ខj � ំនឹងពន/ល់អំពីេkល�រណ៍eងំេនះឲ/!នលម:ិត
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�រមកទសRនកិច5េ*កមl ��ថ្
មីៗ

េoៃថuទី 3-7 ែខ មិថុc d� ំ 2019

 �របណ	 
 ះប�
 ល�រេធ� �េ�សលវ /ច័យឌីជថីុល DF និង
Cellebrite UFED:

 ដី�ែឆកេឆរ – triaging of devices

 Write-protection and forensic integrity of 
evidence

 ស
 ង់*នីតិវ /ធីវ /8បតបិត
 ិ�រ និង SOP and BPGs

 បេចXកេទសbប់យក 

 ឧបករណ៍វ /Eគ

 េធ� �េ�សលវ /ច័យទូរស័ព_ចល័តេ*យេ8ប" Cellebrite

UFED

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

េoៃថuទី 3-9 ែខេមJ d� ំ 2019

 $ន�រេស� "សុំឲkែផ�កេ�សលវ /ច័យឌីជីថុលរបស់ AFP េដ"មMីជួយេធ� ��រេសុ"ប

អេង)តេល"ករណី�ជីវកម�ផ�  វេភទេល"កុ$រ

 េរqបចំេ*យ @យក*v ន8បdំងបទេល� "សបេចXកវ /&e ៃននគរFល&តិកម% 
&

 $នឧបករណ៍េអឡិច8តgនិចX ១៥េ8គjង $នផm 
កព័ត៌$ន�៉ងេ8ច"នែដល8តgវ

`ញយកក] 
ងរយៈខJ ី

 AFP 8តgវ�រ Copy នូវព័ត៌$នពីឧបករណ៍េអឡិច8តgនិចX`ងំអស់េដ"មMីេធ� ��រ

េសុ"បអេង)តបែនDម

 បេង) "ន�រយល់ដឹងនូវសមតDEពេ�សលវ /ច័យឌីជីថុលរបស់នគរFលកម% 
&

ចំេiះបKL ែដលពួកេគជួប8បទះបច7 
បMន�

 �រេធ� �េ�សលវ /ច័យឌីជីថុលរបស់នគរFលកម% 
&$នទិសេ�ដូចY� េ�នឹង

តួ@ទីៃន�រេធ� �េ�សលវ /ច័យឌីជីថុលរបស់នគរសហព័នH អូ8I
 លីែដរ

�រមកទសRនកិច5េ*កមl ��ថ្
មីៗ
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េត"�រេធ� �េ�សលវ /ច័យឌីជីថុលរបស់នគរFលកម% 
&

�ចជួយអ� �ខJ ះដល់�រេសុ"បអេង)តរបស់អ�ក?

 �រេធ� �េ�សលវ /ច័យឌីជីថុលគឺ&�រSរជំ@ញែដលអ�ក�ច៖
 ពនkល់អំពីេYល�របេចXកេទស
 ផ
ល់េYល�រែណ@ំស
 ីពីភស	 
Pងេអឡិច8តgនិចX
 ជួយេoេពល$នដី�ែឆកេឆរ ឧ`ហរណ៍៖ រេបqប Triaging of 

items

 េ8ប"8Fស់ “�រអនុវត
ន៍ល� 8បេស"រ” ‘best practices’ េដ"មMី~@

8បសិទHិEពៃនភសត	 
Pងពី�រេធ� �េ�សលវ /ច័យស8$ប់ផ
ល់ឲk 

តុR�រ
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�រេធ��េ�សលវ �ច័យឌីជីថុលរបសន់គរ!ល�តិ
កមl ��

 �រេធ� �េ�សលវ /ច័យឌីជីថុលេធ� �ឲkេយ"ងដឹងអំពី៖ 

 IរៈសំBន់ៃន�រកត់8P�ល់ឯកIរ េoមុនេពល ក] 
ងអំឡ} ង

េពល និងេ8�យេពលដំេណ"រពិនិតkឧបករណ៍េអឡិច8តgនិចX

 ផលិតេចញ&កំណត់េហតុៃនករណ ី`ញFនរបូEព `ញFន

សកម�Eព/ &ជំ�៊នពី�រេធ� �េ�សលវ /ច័យ

 ~@�នីតិវ /ធីៃន�រឃុំ�ំង8តgវFនេYរពPម
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      �រេធ��េ�សលវ �ច័យឌីជីថុលរបស់នគរ!ល�តិកមl ��Zចជួយដល់                   

សំណូរ�តnតពិនិត/សំ[ន់ៗេ*េពលអនុវត$ដី�ែឆកេឆរ ក< �ងេcះIន៖ 

 េត"ឧបករណ៍េ@ះេoដំេណ"រ�រ/េប"កឬេទ? 

 េត"$នអ� �េក"តេឡ"ង/�៉ងមុិចែដរ8បសិនេប"ឧបករណ៍េ@ះ8តgវFនបិទ

េoឯកែនJងេក"តេហតុ?

 េត"អ�ក8តgវេធ� �ដូចេម
ច&មួយ Password និងេលខកូដ/iកkស$u ត់េផ5ងៗ

េទqតក] 
ងឧបករណ៍? 

 េត"អ�ក8តgវេធ� �ដូចេម
ចេដ"មMីឲkហ�  នេ@ះ*ច់េចញពីប�
 ញ (network)?

TRAINING-IN-CONFIDENCE
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�រេធ� � Triaging េ*កែនQងេក�តេហតុ
�មដី�រែឆកេឆរ?

 នគរFល AFP ចូលរមួ8គប់ដី�ែឆកេឆរេល"ករណី�ជីវកម�ផ�  វេភទេល"កុ$រ

 �រេធ� � Triaging (�រពិនិតk&មុន) ពិនិតkឧបករណ៍Pមដី�ែឆកេឆរ�ច

ជួយ�រេសុ"បអេង)តFនេ8ច"ន�៉ង ដូច&៖

 �ររកេឃ"ញភស	 
PងេoនឹងកែនJងr_ ល់�ច@ំេ�ដល់�រIរEពEJ មៗ

 `ញយកFននូវ “ទិនន� ័យផxយr_ ល់” ‘live’ data” េoេល"ឧបករណ៍ែដលកំពុង
ដំេណ"រ�រកូដស$u ត់

 បនDយ�រ8បមូល/ រប̂អូសឧបករណ៍ េហតុដូេច�ះេហ"យ�ចបនDយ�រពិនិតk
េoមន_ ីរពិេIធន៍

 �ច`ញFន រកxទុក $ន�េBនអន�ណ ឧ`. �េBន Facebook និង
Gmail

 រកxទូរស័ព_េ@ះឲk*ច់េចញពីប�
 ញ (Network)

 ~@សំណំុទិនន� ័យេoក] 
ងឧបករណ៍
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ដំ�ក់�លពិនិតkេឡ"ងវ /ញៃនដេំណ"រ�រេ�សលវ /ច័យឌជីថីុល៖ 

 �រេធ� �អត
សKw ណកម�  និង�ររប̂អូស 

 �រទទួលFន

 �រវ /Eគ

 �រ�យ�រណ៍

េត�េយ�ង�ត4វែចកដំWក់�ល/បំែណកៗf៉ងដូចេម$ចេដ�មGី
បDE ញតុ,�រ? 

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

េសចក$ ីែថQងអំពី�រេធ� �

េ�សលវ �ច័យឌីជីថុល និងរ!យ�រណ៍របស់

AFP

 េសចក
 ីែថJងអំពី�រេធ� �េ�សលវ /ច័យឌីជីថុល៖
 8Fប់េ�� ះអ�កពិនិតk និងរFយ�រណ៍

 រFយ�រណ៍េ�សលវ /ច័យឌីជីថុល៖ 

 FនចូលរមួPមដី�ែឆកេឆរ
 ែខ5សS� ក់ៃន�រឃុំ�ងំ (Chain of Custody)

 �រសន� ិ*v ន (Assumptions) , �រក8មិត និងដំេណ"រ�រ/នីតិ
 វ /ធី

 �រសេងyបអំពី�រេធ� �េ�សលវ /ច័យ/�រពិនិតk
 េរqប�ប់អំពីឧបករណ៍ភស	 
Pង និង�រវ /Eគអ� �ែដលFន

រកេឃ"ញ
[ងេ��មេនះ�ឧeហរណ៍ខQះ ...



34

TRAINING-IN-CONFIDENCE

TRAINING-IN-CONFIDENCE

រD� ន់ចុងេ��យស�Iប់�រេសុ�បអេងpតរបស់
អ2ក

 បទេល� "សឧ8កឹដv�ចេក"តេចញពីបេចXកវ /&e  (cyber-enabled crimes) (ឧ`. 

បKL �ជីវកម�ផ�  វេភទេល"កុ$រ), �រេធ� �េ�សលវ /ច័យឌីជថីលុ$នIរៈ

សំBន់បំផុត៖

 ចូលរមួ�រេធ� �េ�សលវ /ច័យេoដ�ំក់�លដបូំងក] 
ង�រេសុ"បអេង)ត

េល"ឧបករណ៍PមេYល�របេចXកេទសដូច& VPNs, និងេYល�រអនុ

វត
ន៍ល� 8បេស"រ បKL េលខកូដ/អក5រស$u ត់ អំពីបKL ទូរស័ព_ចល័ត ។ល។

 អ�ក8តgវែតព��មេ8ប"�រេធ� �េ�សលវ /ច័យេoេពល$នដ�ីែឆកេឆរ 

េម"ល triaging of devices, និងbប់/8បមូលយកឲkFន8តឹម8តgវទិនន� ័យបន


r_ ល់េoកែនJងេក"តេហតុ ̀ ញយកមករកxទុក�េBនអន�ន ។ល។
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 េរqបចំកម� វ /ធី8បជុំឲkFនេទqង`ត់&មួយ CNP DF េដ"មMីពិEកxអំពី

បKL បច7 
បMន�  អំពីនិ@� �រ អំពី�រយល់ដឹងនូវចំេណះដឹងបេចXកេទសថ្

មីៗ និងកម� វ /ធី software &េដ"ម

 ចំ� ំ៖ CNP DF គឺ&ជំ@ញឯកេទសរបស់អ�ក ជំ@ញ`ងំេ@ះ�ចជួយ

េ*ះ8Iយអ�ក មុនេហតុ�រណ៍ ក] 
ងេហតុ�រណ៍ និងេ8�យេហតុ�រណ៍

រD� ន់ចុងេ��យស�Iប់�រេសុ�បអេងpតរបស់
អ2ក
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បន$ទួលទទួលយកចំេណះដឹងបេច5កេទសេសុ�បអេងpតថ)ី

ស�Iប់បេងp�នក�មតិចំេណះដឹងថ)ីេទ;ត!

 បេង) "នមូល*v នចំេណះដឹង និងជំ@ញរបស់អ�ក

 �រេធ� �េ�សលវ /ច័យឌីជីថុល �រេឆJ "យតបឧបទ_វេហតុ, �រ

 វ /Eគ, េលខកូដ/អក5ស$u ត់ ។ល។ គឺ&ែផ�កឯកេទសែដល

ែតងែត$ន�រrJ ស់ប	  រ

 8បសិនេប"អ�ក&អ�កេ�សលវ /ច័យឌីជីថុល &អ�កេសុ"បអេង)ត 

ឬ&8ពះ�ជ�&�  អ�កគួរព��មេដ"មMីឲkខ� cនឯង$នចំេណះ

ដឹង/េចះេ8ប"នូវឧបករណ៍ េវទិ�  វ /Kw បនប័8តមួយចំនួនPមរ

យៈ ....
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 CompTIA (https://www.comptia.org) provides a 
fundamental knowledge base

 A+, Network+, Security+

 International Society of Forensic Computer Examiners 
(https://www.isfce.com) – certification and forum

 International Association of Computer Investigative 
Specialists (https://www.iacis.com) – cert and forum

 Be comfortable with different operating systems

 Computers: Windows, Mac OS, Linux

 Phones: Android, iOS, Windows 
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 SANS (https://www.sans.org) 

 Various certifications

 DFIR SIFT Workstation

 Kali Linux – Ethical hacking

 USB Forensic Bootable Environments:

 Paladin

 Caine

 Linux Tails – Anonymous activity on Dark Web

 SWGDE (https://www.swgde.org) – workflows, 
best practice guides, etc

TRAINING-IN-CONFIDENCE
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�រប�X ប់�រគិត
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េត"$នសំណួរអ� �

ចុងេ8�យែដរឬេទ?

TRAINING-IN-CONFIDENCE
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សូមអរគុណដ៏8&លេ8�ចំេiះ

�រយកចិត
ទុក*ក់I
 ប់


