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THE ESSENTLAL HEADUNE DATA YOU NEED TO UNDERSTA ND MOBILE, INTERNET AND

IMTERMET ACTIVE SOCIAL MOBILESOCIAL

TOTAL UMNIGUE
MEDIA USERS MEDIA USERS

POPULATION MOBILE USERS USERS

7.676 5.112 4388 3.484 3.256

BILLION BILLION BILLION BILLION BILLION
- PEMETRATION:

URBAMISATION: PEMETRATION:

56% 67 % 42%
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SOCIAL PLATFORMS: ACTIVE USER ACCOUNTS

BASED THDY ACTIVE U 5Bk E EACH FLATFO!




TOP SOCIAL MESSENGERS AROUND THE WORLD

THE POPLLAR ME! A NTRY / TERS DECEMSER 2018

WHATEAF 139
= MESIENGER (75
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THE ESSENTLAL HEADUNE DATA YOU NEED TO UINDERSTA/ MEDIA USE

ACTIVE 50 MOBILE SOCIAL

TOTAL MOBILE IMNTERMET
MEDIA USERS MEDIA L

POPULATEOMN SUBSCRIPTIOMNS USERS

16.36 25.04 12.50 8.40 8.10

MILLION MILLION MILLION MILLIOMN MILLION
C oM PENETRATION:

49

URBAMISATION: s, POPULATION:
24%
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TOTAL IMTERMET ACTIVE 5O CIAL MOBILE SOCIAL
POPULATION 3 USERS MEDIA USERS EDIA USERS

+1.5% +56%

JAM 2018 - JAN JAM 2018 - JAN @ JAM 2018 - JAN 2019

+242 THOUSAND +2 MILLION +3 MILLION +1 MILLION +2 MILLION

" we
Hootsuite are
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SOCIAL MEDIA OVERVIEW

BASED( TH CTIVE US VE L MEDLA PLA]

TAL N LM BER ACTVE 50CAL MEDIA TOTAL NUMBER OF ACTWVE ACTIVE MOBILE 500AL
F ACTIVE SOCIAL USERS A5 A PERCEMTAGE SOCIAL USERS ACCESSING LSERS AS A PERCEMTAGE
B 2 AL POPULATION WiA MOBILE DEVICES OF THETOTAL POPULATION

8.40 8.10 49%

MILLION MILLION

" we
Hootsuite are.
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160GB ‘Fujitsu’ HDD containing:

- Child pornography picture files

- Child pornography video files

‘Samsung Galaxy S II’ containing:

-Indicative CP Internet history

‘Apple iPhone 4’ containing:

-Indicative CP Internet history

‘Dell’ midi tower containing:

- Child pornography picture files
- Child pornography video files

- Child pornography picture files
- Child pornography video files

MUY - SUIS Sy

amanns:aaSs 10 Microsoft Word
S5—— documents 12U SMAPYWIISIHHARNI
Sywg

—

496,000+ times
more storage

32GB microSD card

ARISIS YIRS 1960s
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hours+iSit: NS NIUM RN
MIENI s Keyword SigiEisamwinumiSsig 6s
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= IHMNN USB - MISSUTNS/MIGMTIS
USB flash memory drive exhibit
a1 SisSSnImMng)"ms
NS0 SHUNMHA Explain hashing (with demanstration)
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| My Documents

= My Pictures
g My Videos
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FIOAEYSIE

I £119 (Cloud Computing)

» NFmSthniismsisiftiCloud :
HUNHN1ES (Account names)
MW S P addresses
ASENSUEAIZUTNSGIUM (1IN Mo sSthiSy
90U4)
MIgS S UG s / U Credit Card details
BISAUISMUUANM UMUNMBWHIS SIN}HIIS])S
UM g siein) SNA S SN (Contact lists, Task lists, Friend lists)
Chat logs
Stored files
Emails
Cryptocurrency / Wallets

HSSNM Y BURIMNTU WAL Wi
(Online or Cloud Content Capturing Tools)

s MIGWHRYAOISEIUWRSSSWMUHSSNM Y
MuUMISTiNUIRUIDRIAN/XNSSSWiUS
] auﬁmﬁﬁjﬁzﬂijmijﬁﬁ:i screen capturing, web page

saving, etc:
Greenshot
FastStone Screen Capture
Print to PDF (PDFCreator)
VMWare “Capture Movie”
HTTrack Website Copier
Hunchly
Snaglt
Camtasia
WPS (Web Page Saver)




iasismiciUwR Sy
(Integrity of Captured Content)

e

Text:|705 fab0737f2ec0564c |

MD5:|4519¢cc4f7fbb156263d623e3213chdie |
Copyright @ 2005-2009

UM MG U 3

= UG MISIGIUJULIG[EUS (Screen Capture
Techniques)
FISEMTIRG A4S Screen Capture
MITIU/88 0 web page
ULE & SIS HENA/IRNSA I eN 3 (Creating an Evidence
Container)
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RU{UMWY - HAjdue & (Challenges - Encryption)

U S SIHS 81§19 O[T HAPE S
11100 Apple Macintosh, HHE O Chicn S18S1$]H
HAEJDSISIHRSINN G

=) Sﬁtaj?t?gmi:’n Veralrypt MIGSIMWHIENWE S
T AMEI{SN & (Free) 1UH0 N LI{EI U

Advanced vendor encryption (e.g. Microsoft Office)

UM MG U 3

« MIUTURIRIUE/HA[IE S

(Password Cracking)
Windows User Account
Microsoft Word
Zip Archive
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S e F{UALY - HA§IAIEN 8 (Challenges - Encryption)
» SSSWMIUB YyHHHDN &N G?

T<el-|n-tHE - [ -AAuTMi;Op+
ELfr"R

FHG -1 E Ef 071 (172 < NG (™) cT& - -I0ge|73R-¢ B,

EpEZ0OE=GXE*0; 4 Z kred3 CR® -2z

3% | -Ep - 1EMiegaiN v . AT i
csci=) -2 - BoL - TR - SsideTh Hir) ids -
) Weni]) - (Ewe@ansnsaETe " de -U=AT -@e; -BRO(| "n" 43

W -2 -~ a3 ¥3_TOE.E}IEC|= ¥ -Gl [
bl E “@

» iU su S ISgjsuiBuanan/SsSw
(password, a key, a hardware device to be decrypted and turned into
a viewable file(s)

» BN IS/ HAPEN SIS file BWwisyo
True/VeraCrvpt

| Aan 'F'\TJLUI?lﬁH -H F’ﬂj&dic:/ﬂ & (Challenges — Encryption)
[ TrueCrypt =Rl =

Volumes System Favorites Tools Settings Help

Homepage

Drive | Volume

Size | Encryption algoritm | Type
S K

: Keep Out 1 9.8MB AES Normal
TrueCrypt - Faverite Volumes ==

Drive | Label Volume

C:\Jsers\afp 15506 \Desktop\Test Container
C:Wsers\afp15506\Desktop\Dodgy Stuff

Volume Properties. . | |

Move Up Move Down Remove
PDesktop\Dodgy Stuff | SelectEile...
Label of selected favorite volume:

[ keep out i Volume Todls... |

Select Device... |

I Mount selected volume as read-only

I Meunt selected volume as remoyable medium [Mount Devices Dismount Al

I Mount selected volume upon logon
I Mount selected volume when its host device gets connected
I Open Explorer window for selected volume when successfully mounted

I™ Do not mount selected volume when Mount Favorite Volumes' hot key is pressed

el o avote voumes el |
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AFP UMY - HRjisuen & (Challenges - Encryption)

TrueCrypt Boot Loader 6.3a

Enter password: _

—

Password: “peter123” Password: “letmein567”

T T——

UM MG U 3

= U2 /Hgji &0 VeraCypt
Uid s encrypted containers

M Hidden volumes within
containers (2 x passwords)
IR ANS HEuImAn Identifying
potential encrypted containers
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AUSTRALIAN FEDERAL FOLICE —~

AFP_

MIUAUY - mﬁ,i]t_it%t:g 2miis zi_iﬁm.ﬁ@ uuam
tn

—~

INUSNDREIMISSWRIZCNURARNS]
HIGEISMNUSNIM NWwsSTis S Suwrs
MuMpS S Swisiensir (Dffsite storage is
common)

MISIM UG W WA N M SITNT

('Live’ forensics or examinations is typically required)
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» MIFTIMAUTGSWHNN S5 MITRPMUYIRMians
(‘Live Forensics’ & Archiving Accounts)

SIHHGHG (Memory dumps) - NS s
M &g
Running processes
MIMUMNMYw USBs
Wi-Fi passwords
Gmail & Facebook Archiving
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= Gone are the days of a simple examination
process:
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UGS NmsmnasanmminiGs..

Encrypted handsets
Biometrics
Cloud storage

Data capacity i.e. 1TB built-in storage +
memory cards

Encrypted applications
Minscn/san: JTAG and chip-off

B SIGHEGUIUE1AS) 8URIANIUAHFT

IR SR MNUSAMEURIAN/AISIUR
HR?
[=3

ENCRYPTED DEVICE MEMORY?

ENCRYPTED MEMORY CARD?
OPERATING SYSTEM UPDATES?
LATEST SECURITY PATCHES?
PASSWORD PROTECTED?
BIOMETRIC / FACE /FINGER?
SWIPE PIN CODE SMUDGE TEST?

FIND MY DEVICE/iPHONE ENABLED?

24
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AUSTRALIAN FEDERAL FOLIE

PHYSICAL OR LOGICAL EXTRACTION AVAILABLE?

FILE SYSTEM EXTRACTION AVAILABLE?

MTK BACKUP AVAILABILITY?

ROOT / JAILBREAK AVAILABLE?

RECOVERY PARTITION INSTALLED?

LOCK SCREEN VULNERABILITY?

JTAG / CHIP OFF AVAILABLE?

CLOUD BACKUP ENABLED / PC SYNC?

ENCRYPTED APPLICATIONS?

AFP HOHERIS e-SIM

R.l.P

1991 - 2018

25



HAAHHIS e-SIM

SHiuinun Ui e eif]jHausinisinis:

SHEISUSMIZGAUMS INWE STICNGE[MY

1S Telco IUsdu M 1S (telco issued SIM card)
BUMIMMISNSUSMIZGENSHE &-SIM
S180 ) Apple iPhones BN A S G (dE 811 dual SIMs (S 1 918] 5

110 e-SIM)

Virtual SIMs SH NG IMIG MY R NG E 8 (will be
downloaded over the air)
HIGIS BN SUUN M WEIUMN S MO e 0y
SMiSSEscS

SMART Phone

Hardware
grRidosuidaisms

gm0 suIdaisms

awmsmuhsusians

uidamAST Installed
3rd Party Applications

IFINSES

HUMBATNLINASHSH IR TGAIH

v

siinigiasg) inuiion S9
IMEI

Address Book, SMS,
Calendar, Calls.

USH T8 H Uiy GPS
waypoints, stored
voicemail, misc. files.
mismuHSsm S§mu
ammasm s, Alg yGuan
MmAsusians uam
mady

Alternate messaging
platforms, additional
capabilities.

Tethered devices, back
ups of handsets, back
up of purchased media

26
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HYMANT2NLINASHITHSIRINGIH

usn Honsasms uTuney

Carrier Tracking Information Connected cell towers,
location of handset.

Usage Information Billing Information;
call registers;
internet/data usage;
messages not
delivered.

SIM Card Identifiers Subscriber identifier
(IMSI); SIM card
identifier (ICC-ID)

SIM Card Usage Information SMS; Address book,
last dialed numbers;
last cell tower;

AFP (UIR SIRISIMEsRAH N SN SiAiT)

MINSGYXWS logical extraction copies user data f™igH
BuinpSssw

MISIMWAARMINUNS file system extraction copies user
and system data finisSHigUIgpSSSw

Mis mw physical extraction iU sSmMIBsSSSwWN device's
storage media, including deleted data (closest to a forensic
‘bit for bit’ image).

IS MW A M BTUU [ogical extraction #0155 100) S N33 physical extraction
AHgumMg:Esmusmeu physically extracted.

Logical extractions may recover some deleted data
depending on the phone and operating system version.




juissismigimasnd
G el

File

Logical System

Physical

B | EErmas | BT

Deleted Data

jutssismigimaind
G el

215 Chip &
imuuens
(Decryption)

JTAG
AU
=] u
MIASHINARU SHUAIRFaNI
MIAS /SN

MINS Ky M

cellebrite
[Z 3 1)system)
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s MISIUNWAASESIGMN SN G (18)

MUSNW A A SN S1EN WO Cellebrite UFED 4PC

=Y =S (=)

AN SHIBUS S S Cellebrite Physical Analyzer

9

JAFP
gpusid sl SSMISiMuuTSwMuens
o

= GRUWSHN (Crimes Act 1914)
HORymMmEgGE SISty s1s 8181 Sections 3K - 3Z

= SpUsIAsHSHMISIMuUTSwESS Digital Forensics:
1SIRATGANG 3K - the ‘14-day Provision’
1SIARGANG 31(1) - MIUSUSMIBUMIMIHSGESTISIE N
uTian/[IgH
1S1HHSANG 3LA - compel POI to provide information or assist
iISigNdas 3ZQV - sumnliHS S SEMGWRE/RUAUSMITN
CSUSIUAMITULH yS[YS

2 SuN|JUHNIMUMIANSINISIGCNSUES

29



MIURSASAGISIRGMNG
59

1s1ig§ 3-7 12 681 512019
« AU UAMUAMISIAMUUTSWERS U IF S
CeIIebrlte UFED.
Sr1sM1sST - triaging of devices
Write-protection and forensic integrity of
evidence

uH N SATSUSUAMI S5 SOP and BPGs
UG HISUGIUWM
BUMINATAME

SiMmauTSwginino st wi|o Cellebrite
UFED

MIURSASAGISIREMNG
59

1s1ig S 3-9 i2igan 1 2019

msMigaeiAimuuTSwESsuiun AFP 1I8gjgunigmiaiu
HigsuinnimSingy insulnou

Husisnw SIWAMSUSTHUSITUIGATMISSAICh UM AaRY

NS BUMIMNHSGESGIEIH)H SERNa L SUNHYS ST sl
IMwHERIuES

AFP{E3imNa [opy SN dESAgUumIMiHSGESysivnmadjusm
IUHIE®UISY

o

uigsMminERgivgammimuniSwESSuIuSAITNURY M

SGUMUMISUNMIAZUUSIUGU]S

metmmmmma&’iﬁmmmsmmmﬁat’nmngn.d.di‘sﬁn@“is:j

s Sismigim mmimmaﬁﬁmmmsmmmmsml‘mﬁﬁ’
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MAEiIM TS w eSSV S RICNUMS R UMM GRS 0T

SR SN SHjAINL9iSIin magngmimm&: A MSIHSEE
idgumnniSiisiginfimi/igsyis?

s/ unnsciiuasitguminnisiaicnsyds

iIsiamigmissung?

ISHAENSSGIYGMUW Password S HUUS S S/ M AU S 1839

is)amHgumInn

IBHAENS3GIYGISYjEUSISIan GG mauMmm (retwork)?

M43 Triaging tSIMIS /KIS
N EA Fit gty
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SHITNUAFP SBEUEMiISMISHGARIMAMSIRYR iinsidnoi
Mi1§ Triaging (FMINSHMYS) ASHBURIMNMUE MISHISIHG
SWAMNAUHIZS TSI SUNN gGmh:
MIAEMA UM HISISHATSINUMGSIsIZUMInIMNMY9
SIMWHTN S ST 'S S S WP e’ data” 1STUVBURIANTS UM
SfimIs g e s
USWMIUYEN/TUHNEUMIM NS SIGINIWMGUSWwMIN S
iISlggininms
HIGSIMTNS IFNS ™S SHISISHSSNAN 891, 1S Facebook S
Gmail
IFMPSIINISEEN GG M A UMMM (Network)
mnSssuisinugumia
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AbB ssnu?s w SR s SMichuwmaniiua

AFP
sAigRHamiSimuuTSwERc:
[CnU:HA N SH] SH"IchwmMInd
TN U TS WSS G s
TSTUIHMUSMISMIS]
18jeun /1S MIWUNH (Chain of Custody)
FIIS NS (Assumptions), FIRE R SRS1ANIAMI/SH
b
MIIHUHAMIS M isw/mIin S
WunuadgumAma SMmiTmaFizuos
IRUDm
VIR LIS NG IWIANE: ..,
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US SIS SNWARGIANIZNUIS RIS UHIN RS

U UL sH{SnGian2x5Sid)s

» UIdSUUmSSianSy SHSSIMIUNHA

» MISIMUUTGWENSU MNSWHUgUSING, /M1
IMS, IR E/HNUEN S 1U1 SMNIEAARISUTS U
IBRIETISMITNIU]
wasiGgRamearImMuuTSwESSU MyRIgUHIES
UMt gRsinnuneiSdjg e sSasuscsian:
gxsndsigummi uSm Imusdpvwsssmul
L

CompTIA (https://www.comptia.org) provides a
fundamental knowledge base
A+, Network+, Security+

International Society of Forensic Computer Examiners
(https://www.isfce.com) - certification and forum

International Association of Computer Investigative
Specialists (https://www.iacis.com) - cert and forum

Be comfortable with different operating systems
Computers: Windows, Mac OS, Linux
Phones: Android, iOS, Windows
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AUSTRALY

= SANS (https://www.sans.org)
Various certifications
DFIR SIFT Workstation

= Kali Linux - Ethical hacking

= USB Forensic Bootable Environments:
Paladin
Caine

Linux Tails — Anonymous activity on Dark Web

= SWGDE (https://www.swgde.org) — workflows,
best practice guides, etc

AUSTRALIAN FEDERAL POLICE

MIUMUMIAS
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